Privacy Policy

Please note — Our privacy policy was updated in January 2024. Our previous privacy
policy, published in September 2020 is stored here for reference purposes only.

1. Introduction

1.1 This privacy policy (“Privacy Policy”) is part of the Teacher Tapp Terms and
Conditions (“Conditions”) for the use of the Teacher Tapp, or any other mobile
application (“App”) which we, Education Intelligence Limited, trading as Teacher Tapp,
(“we”, “us”, “our”) make available to you (“you”, “your”). Capitalised terms have the
meanings in the Conditions, unless they are defined in this policy.

1.2 Unless we say otherwise in this policy, we decide the purposes and means of
processing of personal data that is collected about you when you register and use the
App. Our details are in Clause 1 of the Conditions. We are committed to protecting and
respecting your privacy in relation to the App. We have legal obligations to do this as
the ‘controller’ of your personal data under the Data Protection Act 2018 (the ‘Act’)

1.3 This Privacy Policy and the Conditions explains what types of personal data is
collected, the purposes for which it is collected and processed, the legal basis for that
and the organisations or types of organisations, if any, to which we may provide your
personal data. It is necessary for you to agree to the Conditions, including the Privacy
Policy, and for us to collect, process, share and store the personal data as described in
order for us to be able to provide the App to you.

1.4 The App may from time to time contain links to and from the websites of partner
networks, advertisers and affiliates. If you follow a link to any of these websites, please
note that these websites have their own privacy policies and we do not accept any
responsibility or liability for those policies. Please check those policies and any relevant
service terms and conditions before you submit any personal data to those websites.
We are not responsible for the content of any other websites or services.

2. What personal data do we collect?

2.1 We may collect, store and use the personal data described in the table in Annex
A to this Privacy Policy, and process it for the purposes and on the legal basis specified
in that table. Personal data will be stored in accordance with Clause 6 of this Privacy
Policy.

2.2 We aim to keep your personal information up-to-date, so you must promptly tell us
by emailing hello@teachertapp.co.uk if you change your contact details.

3. Data collected on behalf of third parties
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3.1 We routinely work with third party organisations who commission Questions on the
App for the purposes of market research, academic studies or to scope a research
project about education.

3.2 Generally, when commissioned, we set the questions on the App based on
requirements of the third-party organisation and analyse the responses for that
organisation. This may include setting questions based on characteristics (eg we may
give people different questions if they are a secondary or primary teacher) or we may
assign them to different groups for the purpose of studying comparisons.

3.3 However, in some cases, the third-party organisation has overall control of which
questions to ask and determines how the responses will be used, analysed and shared.
In this case, the third-party organisation will be acting as the ‘controller’ of any personal
data in the responses; and Education Intelligence will be acting as the ‘processor’ on
behalf of that organisation.

3.4 We will let you know through the App where a third-party organisation has overall
control of questions on the App and will refer you to their privacy policy to explain how
they will process, use and share any personal data collected in response to the
questions.

3.5 We have listed organisations which currently fall into this category in the table
in Annex B of this Privacy Policy, together with the name of the study (if relevant) and a
link to the third party’s privacy policy.

4. When may we disclose your personal data?

4.1 We will not disclose your personal data to any third party, except as explained
in Clause 3.2 and the table in Annex A to this Privacy Policy.

4.2 If some or all of our business is bought by a third party, personal data held by us will
be transferred and may be disclosed to the prospective seller or buyer of such business
under the same conditions as this Privacy Policy. This is necessary for the purposes of
the legitimate interests pursued by us and the third party, and would not be overridden
by your interests or fundamental rights and freedoms which require protection of
personal data.

5. How we use your personal data

5.1 We will only collect, process, use, store and share your personal data where the
Act allows us to do so. Most commonly we will use your personal data in the following
circumstances:

¢ Where we need to perform an obligation under a contract with you, such as the
Conditions, or take steps at your request before agreeing a contract with you
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e Where itis necessary for our legitimate interests (or those of a third party) and
your interests and fundamental rights that require the protection of personal
data do not override those interests

¢ Where we need to comply with a legal or regulatory obligation
¢ Where you have consented before the processing

5.2 You can find out more about the types of lawful basis that we will rely on to process
your personal data in the table in Annex A to this Privacy Policy.

6. Where and for how long we store your personal data
6.1 Allinformation you provide to us is stored on our secure servers, located in the EU.

6.2 We use all reasonable endeavours to ensure that appropriate technical and
organisational measures are in place to protect your personal data from unauthorised
or unlawful processing and against accidental loss, destruction or damage in the App.

6.3 Your personal data will be stored for as long as you use the App and for such time
afterwards as required by law or six years from when you stop using the App (which is
the legal limitation period).

6.4 If you withdraw your consent to our processing ‘sensitive personal data’ about you,
we will delete sensitive personal data we hold about you, unless we can demonstrate
that another legal basis applies. Sensitive personal data is data revealing racial or
ethnic origin, political opinions, religious or philosophical beliefs, or trade union
membership, data concerning health or data concerning a natural person’s sex life or
sexual orientation.

6.5 Please note that using the internet or mobile networks is hot completely secure, so
we cannot guarantee the security of your data transmitted between your device(s) and
the App. Any such transmission is at your own risk.

6.6 We currently use Large Language Models. We do not submit your personally
identifiable information to them and we have opted out from automatically training third
party models.

7. Your rights

7.1 Under the Act, you have a number of rights. The first right is to receive confirmation
as to whether or not any of your personal data is being processed and certain other
information, as we have set out in this Privacy Policy.

7.2 Thetable in Annex C at the end of this Privacy Policy explains the following rights
which the Act gives you in relation to your personal data, and any exceptions to those
rights:
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(a) Right of access

(b) Rightto rectification

(c) Rightto erasure

(d) Rightto requestthe restriction of processing concerning you

(e) Rightto data portability

(f) Rightto object to processing

(g) Rightto ask us notto process your personal data for direct marketing purposes

(h) Right not to be subject to automated individual decision-making, including profiling.

7.3 Please note that you may exercise these rights (subject to any applicable
exceptions) by emailing us at hello@teachertapp.co.uk.

8. Marketing and advertising

8.1 We use personal data you have provided to us, and responses to our survey
questions, for our loyalty programme and to work out if certain advertising and
marketing will be of interest to you. We may use an automated process to create a
profile for you.

9. Changes to our privacy policy

9.1 We may amend this Privacy Policy. Any changes we may make to our Privacy Policy
in the future will be posted on this page and, where appropriate, notified to you via the

App.
10. Regulatory and Contact details
10.1 Our full company and registration details are set outin Clause 1 of the Conditions.

10.2 Questions, comments and requests regarding this Privacy Policy are welcomed
and should be sent to hello@teachertapp.co.uk.

10.3 If you are in the European Union, you may address privacy-related inquiries to our
EU representative pursuant to Article 27 GDPR:

EU-REP.Global GmbH, Attn: Teacher Tapp
Hopfenstr. 1d, 24114 Kiel, Germany
teachertapp@eu-rep.global
www.eu-rep.global

For more information about data protection and the protection of personal data, please
visit the Information Commissioner’s website at www.ico.org.uk.
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11. Complaints

You can complain to the Information Commissioner’s Office if you consider there has
been a breach of the Act in connection with your personal data.

12. General

This Privacy Policy is governed by English law and either of us can bring legal
proceedings in the courts of England and Wales in relation to any dispute arising out of
or in connection with these Conditions, except that you may bring proceedings in
Northern Ireland or Scotland if you are resident there.
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Annex A - Your Personal Data

Lawful basis for processing

Consent

Consent


https://teachertapp.com/privacy-policy/#Annex-A

Consent means processing your personal data where you have signified your
agreement by a statement or clear opt-in to processing for a specific purpose. Consent
will only be valid if it is a freely given, specific, informed and unambiguous indication of
what you want. You can withdraw your consent at any time by contacting us at
hello@teachertapp.co.uk.

Legitimate Interest means processing is necessary for the purposes of the legitimate
interests pursued by the controller or by a third party, except where such interests are
overridden by the interests or fundamental rights and freedoms of the data subject
which require protection of personal data. You can obtain further information about how
we assess our legitimate interests against any potentialimpact on you in respect of
specific activities by contacting us.

Performance of a Contract means processing your data where itis necessary for the
performance of a contract to which you are a party or to take steps at your request
before entering into such a contract.

Comply with a legal obligation means processing your personal data where itis
necessary for compliance with a legal obligation that we are subject to

Annex B - Third Parties
Name of Organisation Link to Privacy Policy
Radboud University https://www.ru.nl/over-ons/beleid-en-regelingen/privacy

Artevelde University of ) )
. . https://www.arteveldehogeschool.be/privacybeleid
Applied Sciences

Annex C - Your Rights
Rights Exception

Right of Access: To obtain from us
confirmation as to whether or not personal
data concerning you are being processed,
and, where that is the case, access to the
personal data and the following
information: (a) the purposes of the
processing; (b) the categories of personal
data concerned; (c) the recipients or
categories of recipient to whom the
personal data have been or will be
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disclosed, in particular recipients in third
countries or international organisations; (d)
where possible, the envisaged period for
which the personal data will be stored, or, if
not possible, the criteria used to determine
that period; (e) the existence of the right to
request from the controller rectification or
erasure of personal data or restriction of
processing of personal data concerning the
data subject or to object to such
processing; (f) the right to lodge a
complaint with a supervisory authority; (g)
where the personal data are not collected
from the data subject, any available
information as to their source; (h) the
existence of automated decision-making,
including profiling and (4) and, at least in
those cases, meaningful information about
the logic involved, as well as the
significance and the envisaged
consequences of such processing for the
data subject.

Right to rectification: to obtain from us
without undue delay the rectification of
inaccurate personal data concerning you.
We must communicate to each recipient to
whom the rectified personal data have
been disclosed, unless this proves
impossible or involves disproportionate
effort. We shall inform you about those
recipients if you request that information.

Right to erasure: to obtain from us the
erasure of personal data concerning you
without undue delay where: (a) the
personal data are no longer necessary in

Processing is necessary for (b) compliance
with a legal obligation which requires
processing by Union or Member State law to
which the controller is subject or for the

relation to the purposes for which they were performance of a task carried out in the public

collected or otherwise processed; (c) you
object to the processing based on
legitimate interest where there are no

interest or in the exercise of official authority
vested in us; or (e) the establishment, exercise
or defence of legal claims.



overriding legitimate grounds for the
processing; (d) the personal data have been
unlawfully processed; (e) the personal data
have to be erased for compliance with a
legal obligation to which we are subject. We
must communication to each recipient to
whom the erased personal data have been
disclosed, unless this proves impossible or
involves disproportionate effort. We shall
inform you about those recipients if you
request that information.

Right to request the restriction of
processing concerning you: to obtain from
us restriction of processing where: (a) the
accuracy of the personal data is contested
by you, for a period enabling us to verify the
accuracy of the personal data; (b) the
processing is unlawful and you oppose the
erasure of the personal data and request
the restriction of its use instead; (c) we no
longer need the personal data for the
purposes of the processing, butitis
required by you for the establishment,
exercise or defence of legal claims; (d) you
object to the processing based on
legitimate interest pending the verification
whether our legitimate grounds override
yours. We must communication to each
recipient to whom the restricted personal
data have been disclosed, unless this
proves impossible or involves
disproportionate effort. We shall inform you
about those recipients if you request that
information.

The right to data portability: to receive the
personal data concerning you which you
have provided to us, in a structured,
commonly used and machine-readable
format and have the right to transmit those

Where processing has been restricted under
this right, such personal data shall, with the
exception of storage, only be processed: with
your consent; or for the establishment,
exercise or defence of legal claims; or for the
protection of the rights of another natural or
legal person; or for reasons of important
public interest of the Union or of a Member
State.

That right shall not apply to processing

necessary for the performance of a task
carried out in the public interest or in the
exercise of official authority vested in us.



data to another controller without
hindrance from us, where: (a) the
processingis based on consent oris
necessary for the performance of a
contract to which you are party or in order
to take steps at your request prior to
entering into a contract; and (b) the
processing is carried out by automated
means. You have the right to have the
personal data transmitted directly from us
to another controller, where technically
feasible. The exercise of this right shall be
without prejudice to the right to erasure.

The right to object to processing: to object,
on grounds relating to your particular
situation, at any time to processing of
personal data concerning you which is
based on processing necessary for the
purposes of the legitimate interests
pursued by us or a third party (except where
such interests are overridden by your
interests or fundamental rights and
freedoms which require protection of
personal data), including profiling.

The right to ask us not to process your
personal data for direct marketing
purposes: to object at any time to
processing of personal data concerning you
for such marketing, which includes profiling
to the extent that it is related to such direct
marketing. You can exercise your right to
prevent such processing by contacting us
at hello@teachertapp.co.uk.

The right not to be subject to automated
individual decision-making, including
profiling: to not be subject to a decision
based solely on automated processing,
including profiling, which produces legal

Where: we demonstrate compelling legitimate
grounds for the processing which override the
interests, rights and freedoms of the data
subject; or for the establishment, exercise or
defence of legal claims.

If the decision: (a) is necessary for entering
into, or performance of, a contract between
you and us; (b) is authorised by Union or
Member State law to which we are subject and
which also lays down suitable measures to
safeguard the data subject’s rights and



effects concerning you or similarly freedoms and legitimate interests; or (c) is

significantly affects you. based on the data subject’s explicit consent.
In the cases referred to in points (a) and (c) we
shall implement suitable measures to
safeguard the data subject’s rights and
freedoms and legitimate interests, at least the
right to obtain human intervention on our part,
to express his or her point of view and to
contest the decision.



